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Abstract

With 802.11's growth, law enforcement may have new hurdles to overcome when investigating
cybercrimes. Wireless networks' complicated architecture makes it harder to discover artifacts than
conventional networks. Modern digital forensic approaches face issues when developing forensic
methodologies. Data integrity, privacy, password cracking, and IP address access are major issues.
Digital forensics requires finding evidence. As the number of connected devices expands, it's important to
collect and study their digital traces. Most of these devices are connected to a router, so they can
instantly connect to the internet and use unlimited bandwidth. During a forensic investigation, there are
two key concerns with wireless devices: discovering and safeguarding digital evidence and evaluating
seized goods. In our research, "live" and "postmortem" forensics of router devices are used in
investigations. We create a Wi-Fi router forensic framework using portable devices. This portable gadget
can be used for live forensics at crime scenes. Our investigation uses a fourth-generation Raspberry Pi
and Kali Linux version 2022.1, which runs open-source applications. This research project is inexpensive,
portable, easy to put up, effective, and satisfying. This research studies how to find forensic data and
where it is housed. It also examines forensic data retrieval. We employ Cisco, TP-Link, and Huawei
routers to demonstrate our findings in real-time.

Keywords: Digital Forensics, Router Forensic, IP Traces Through The Router, Live Forensically, Crime
Scene Router Forensic.
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1. INTRODUCTION

The IEEE 802.11 family of communication protocols is one of the few networking
technologies that have become so popular in such a short amount of time [1]. Digital
forensics is a relatively new field that tries to find, store, and analyze this kind of
evidence [2]. "Wireless Internet access will create new issues for law enforcement,”
they added about wireless gadgets. Wireless computers are easier to move and harder
to track than wired systems. Weak security makes it hard to discover the culprit. This
research examines digital forensics from a wireless networking standpoint. This article
discusses digital forensics in connection to upcoming technologies, focusing on 802.11-
based wireless networking. This research discusses the different elements of a forensic
inquiry, including what information and evidence can be uncovered through forensic
analysis, where this information is housed, and what wireless technologies and
protocols are needed.

1.1 Kali Linux

Kali Linux is an operating system (OS) that focuses on security. It is based on Debian
and was made for computer forensics and advanced penetration testing. It was made
by Mati Aharoni and Devon Kearns of Offensive Security [3], who took Backtrack and
changed it. Kali Linux has several hundred tools [4] that are well-suited to different
information security tasks, such as penetration testing, security research, computer
forensics, and reverse engineering.

Backtrack was their old operating system for information security [5]. Kali 1.0.0, the first
version of Kali Linux, came out in March 2013. At the moment, Offensive Security pays
for and supports Kalin Linux. If you went to Kali's website (www.kali.org) [6] right now.

1.2 Raspberry Pi

Raspberry pi is the most popular hacking device, which is designed only for ethical
hackers [7]. Raspberry Pi being portable, weighs much light and can be carried
anywhere.

1.3 Wi-Fi is being used in crime

Because Wi-Fi may be configured in a variety of different ways, thieves have a variety
of options available to them when it comes to how they might use wireless devices and
networks. Because of the work done in this area, a taxonomy model of how wireless
technology is abused has been developed [8].

1.3.1 Finding and connecting to a wireless network

Attacks can be made in two ways using wireless networks: against devices that are
connected to the network [9]. Through this work, many areas of misuse in the wireless
domain have been found. One thing to keep in mind is that some of these misuses
could be seen as anti-forensics [10] because they are ways to hide or cover up possible
digital evidence.
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1.4 Motivation

Digital forensics is still evolving. No guideline exists because there are so numerous
devices, as seen in the chapter regarding related work. We won't set a rule because so
many gadgets use their software or hardware. Instead, we want to learn about routers,
which most connected devices use nowadays. By 2023, each person will have 1.6
mobile-connected devices, up from 1.2 in 2018 [11]. This demonstrates the importance
of this research. 10T gadgets include phones, watches, TVs, sensors, etc., making
digital investigations difficult. All of these devices can connect to a router (Wi-Fi hotspot)
to transfer VolP, video streams, messages, and other data across that gateway.

1.5 Why wireless forensics is important

Identify the suspect IP address behind the attack. The main goal is to give people the
ways and tools they need to collect and study traffic on wireless networks. Wireless
Network forensics is a key part of a security operations program [12] that works well.
Wireless Network forensics is an important tool [13] for a defense team.

1.6 Risks involves in wireless network
Some of the risks include in a wireless network are:
1.6.1Piggybacking

If you don't take the necessary precautions to secure your wireless network, anyone
within range of your access point who possesses a computer that is capable of
connecting wirelessly will be able to use it [14].

1.6.2Wardriving

One kind of piggybacking is known as "war driving [15]" Because of the expansive
broadcast range of wireless access points, it is possible to connect to the internet even
while you are outside of your house and as far away as the street

1.6.3 Evil twin attacks

A public network access point is discovered, and the attacker puts up their system to
imitate it in an evil twin attack [16].

1.6.4 Wireless sniffing

There are a lot of open access points, and most of them don't have any kind of security
or encryption on their connection [17].

1.6.5 Unauthorized computer access

If you use a public wireless network that isn't secure and don't use secure file sharing, a
malicious user might be able to access any directories and files that you unintentionally
shared. Make sure that you don't share files and folders when you connect your devices
to public networks [18].
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1.6.6 Shoulder surfing

People who intend to because you harm can easily spy on you as you type in public
locations by just looking over your shoulder [19].

1.6.7 Theft of mobile devices

Not all bad actors will gain access to your data via wireless means. If an attacker
physically seizes your device, they may have total access to all data and cloud accounts
linked with it. Protection against loss or theft is essential, but if the worst happens, a
little forethought may safeguard the data contained therein. Most mobile devices,
including laptop computers, now fully encrypt stored data [20],

1.7 Problem Statement

Digital forensics is a new field whose research and practice are changing quickly. Lack
of proper guidelines for collecting, analyzing, and presenting electronic evidence, the
speed at which technology changes, criminals' use of anti-forensic techniques,
investigators' use of free online tools, etc. are common problems.

This research is limited to demonstrating with examples some of the current methods
and tools that can be used by people with an Intermediate level of knowledge in
Computer Science and that just by knowing the name of the network, ESSID (black box
test), that is around them, proceed to violate the protection systems, based on WEP,
WPA PSK, WPA2 PSK with or without WPS, obtaining access to the Internet at no cost,
even and with a little more effort, they would.

Business transactions, government services, and other commercial activities take place
on open networks like the Internet. This has led to a rise in cyber threats and
information security issues used by cybercriminals. Mistrust of communications and
computer network technologies affects individuals and businesses globally. They often
have different rules and laws. Complex communication and networking infrastructure
make crimes harder to solve. Digital crimes leave hard-to-find traces because they
involve lots of data.

This causes computer communities to use digital forensics to combat cybercrimes,
giving law enforcement more work. Providing solid evidence requires well-prepared
forensics professionals. Forensic procedures must keep up with new technology to
achieve these goals. Digital forensics' role in law enforcement and data/network security
is growing. Because of its importance, computer professionals, law enforcement, and
practitioners have given network forensics a lot of attention. Network forensics still faces
problems with digital evidence processing and other forensic procedures.

1.8 Research objective

The main goal is to analyze routers for useful information. Artifacts could be used as
evidence or to learn more. For our research, we may want to know who's connected,
system logs, time settings, etc. The next chapters will elaborate.
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1.9 Scope

We thought comparing three routers would be more informative. Two of these routers
connect via SIM card and 4G technology. SIM cards could also be analyzed
forensically, but we decided to focus on the router. HUAWEI WIFI AX3 Pro and TP-
LINK TLMR6400 are our 4G router picks. As you can see in the section on related
works, there hasn't been much forensics research on 4G routers. The Linksys EA7500
needs an Ethernet cable to work with Wi-Fi. To compare, we added a non-4G router.

1.10 Contribution

When | researched forensics, specifically routers, some papers only show forensic
artifacts, not how they were found. Sharing our research results helps forensics. Our
routers had problems. What we've learned about extracting useful data from our routers
can be applied to other models or brands. Our paper can help with router forensics. It
will speed up crime scene response.

1.11 Limitation

We had technical problems extracting data from router hardware. Our lab wasn't set up
for that. We still used some hardware techniques, but as we said at the beginning of the
paper, our lab didn't have the right equipment. We still discuss those techniques when
we find them in research.

2. LITERATURE REVIEW

This chapter has all the information you need to understand our paper better, as well as
a description of the methods used to get forensic artifacts from Wi-Fi routers. | also
show what has already been done in the field of forensics. This gives us an idea of what
has already been done in this area.

2.1 Triage

The purpose of digital forensics triage is to provide crime scene investigators with
crucial information [21]. They will be able to immediately begin the investigation since
they will know which gadgets are present, can be gathered, etc. has further details on a
Korean triage approach that can be applied.

2.2 Volatile memory

The part of the device that allows for high-speed information storage is called the
volatile memory. Only an electric current can read or write data from such memory since
losing power would cause the data to be lost [22]. A router logging information in the
system would be an example of a capability utilizing the area.

2.3 Non-volatile memory

The non-volatile memory may be thought of as the portion of the device's memory that
is permanently written during device manufacture [23].
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2.4 Valuable forensic artifacts

Due to the lack of a clear definition for the term "artifact” in the field of digital forensics,
suggested the usage of the term "Curated (digital) Forensic Artifact (CuFA)” [24].

2.5 Manual Extraction

A manual approach will be the first technique we employ in our inquiry. This includes all
the data that an investigator may personally compile. In our instance, it will be through
the router's web interface, which can be accessed by clicking on the various buttons. R.
Ayers et al. [25] have discussed some of the drawbacks of this strategy, including the
time-consuming nature of such an extraction method dependent on the volume of data
to be analyzed.

2.6 Logical Extraction

For logical extraction, we require communication between the router and the forensics
workstation. Both wired and wireless connections are possible [26].

2.7 Hardware Extraction

In our scenario, hardware-based extraction refers to the ability to access unprocessed
data that is kept in memory. The investigator will be able to see a general overview of
the router's internal file system thanks to that extraction procedure [27].

2.8 Wireless attacks related papers

This study shows [28] how to use the Hash cat method to crack the password on the
Kali Linux OS to launch a wireless attack. In this study, a brute-force attack online and a
straight attack offline are used to find the security holes. This study shows [29] in a
cyber-investigation, the most important thing for law enforcement agencies (LEAS) to do
is to look at call records. This study shows [30] to teach people about cyber security and
demonstrate how simple it is to attack someone else's computers using a tiny device
like a Raspberry Pi. This study shows [31] to take free WiFi for granted practically
everywhere, from coffee shops to airports. This is beneficial in many ways, but it also
increases the likelihood that hackers will fool people. This study shows [32] to evaluate
and assess the security of a network, this educational project employs a second-
generation Raspberry Pi that can run several open-source software applications.
Students in their first year of college gain practical experience while learning more about
computer hardware, operating systems, and network security by working on this project.
This study shows [33] to use and improve the functionality of mobile devices like
smartphones, tablets, and Internet of Things (IoT) apps, wireless networks are already
commonplace. This has increased the need for improved testing techniques for wireless
security as well as for more technically inclined individuals to receive wireless security
training. This study shows [34] how IEEE 802.11 wireless network encryption and the
Wi-Fi Protected Setup (WPS) function are used in the real world. There is a short
history of how encryption methods and WPS came to be what they are today. The
results have been a wireless scan of 802.11 networks in the capital city, and the results
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have been looked at. This study shows [35] Kali Linux SQL injection, XSS, WordPress,
and WPAZ2 attacks penetration testing in 2019. These days, a variety of threats and
exploits can affect computers, smartphones, smart watches, printers, projectors,
washing machines, refrigerators, and other mobile devices that connect to the Internet.
This study shows [36] Wi-Fi has become a tempting target for security threats because
it carries more than 75% of the last-mile mobile Internet traffic. In this work, we use a
crowdsourced security checking system on 14 million mobile devices out in the wild to
study a wide range of real-world Wi-Fi threats on a scale that has never been done
before. This study shows [37] there are a lot of open-source hacking tools on the
Internet and a lot of hacking tools built into the Kali Linux operating system, it is easy for
people to learn how to hack and do it. This study shows [38] wireless devices are much
more likely to be hacked than they used to be. Hackers can get into the system through
the many holes in the WLAN. People don't know enough about how to keep themselves
safe. This study shows [39] rolling Kali Linux 2016.2 OS. In this article, the author
demonstrates how to use several tools in the Kali Linux 2016.2 operating system to
carry out a de-authentication attack on an 802.11i wireless network. This study shows
[40] wireless networks have become much more popular as a way to communicate
because they are flexible, mobile, and easy to use. It is used everywhere, including
hotels, restaurants, airports, businesses, and most homes right now. This study shows
[41] Wireless Local Area Networks are widely used because they are portable,
inexpensive to set up and maintain, and simple to install. The increasing usage of
wireless networks has attracted attackers' attention. This study shows [42] both at work
and home, smart mobile devices play a significant role in our lives. The quantity of data
we leave behind increases as our use of these gadgets and our digital lives expand.
This study shows [43] the benefits of wireless communication networks such as
portability, flexibility, greater productivity, roaming capabilities, low installation costs,
etc., but their security has remained a major worry [44-49].

3. RESEARCH METHODOLOGY

This study will concentrate on the forensic examination of the Internet-to-Internet
gateway between I0oT devices (including PCs and other devices), as was already
mentioned in the introduction. In the chapters that follow, we will explain the important
information we seek while working and how we set up our lab for the various
experiments. The forensic artifacts we collected from the router are shown in Table 1.
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Table 1: Forensic artifacts

ﬁlg Forensic artifacts. Why do we look for that?

1. Firmware type/version. Looking for any alteration of the system.

5 NTP settings. Performing investigation using the correct time

zone.

3. Lli;ersaddresses of authenticated Able to associate an action to a certain user.

4 Media Access Control (MAC) | MAC address is unique to a device and therefore
) address of connected devices. — a significant artifact for further investigations.

5. User names generated from the Names can often be linked to a certain Person.

connected Devices.

Service set identifier (SSID), SIM-card
6. Configuration (files). information, MAC address, etc. could allow the
investigator to have more options to dig into.
Recreating a timeline of events that occurred,
7. Logs. could contain user information that could be
linked together.

3.1 Wi-Fiis one of the sources of evidence

Using 802.11-based wireless devices as digital evidence depends on several
presumptions [50], including the ability to extract information from devices, the ability to
evaluate and analyze that data, and the benefit. This is largely device-dependent.
Wireless doesn't leave a physical trace, making it hard to find and track wireless items.
A forensic investigation requires two main considerations. Finding digital evidence on
wireless devices and analyzing seized items. "Live" and "postmortem" parts of an
investigation as shown in figure 1.

Figure 1. Wi-Fi router forensic approaches

Wireless Router Forensics

Real time/live

3.2 Real-timel/live forensics

In a search-and-seizure scenario, there is a distinct technique to locate wireless
gadgets due to their differences. Unlike the majority of electronic equipment that might
contain digital evidence, wireless gadgets might not be visible from a great distance or
even in plain sight. The real-time, live forensic flow diagram of the router is shown in
Figure 2. However, these gadgets could remain in operation or be reachable from a
distance. It makes sense from this perspective that lives.
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Figure 2: Real-time/live forensic

Collect
yd found Evidance

Real-time/live P
. password on 4
Forensics

Not Found Hack the WI-FI e

Evidance

Steps involved

The device remains powered on.

Try to see the router login password on hardware devices.
Try to see the Wi-Fi password on hardware devices.

If not find a password.

Try to Hack the Wi-Fi password.

wlanO: First wireless network interface on the system.
Stop the current processes which are using the WIFI interface.
For the wlan0 to begin operating in monitor mode.

To get a list of all the WIFI networks in the vicinity.
airodump-ng is used for capturing packets [51].

Name of the interface, which is wlanOmon (This name can be different on the
different devices)

See all of the clients that are currently connected to the target network.

Launch a separate terminal window to detach the clients that are currently
connected to the target network.

When the client is disconnected from the network that is being targeted. He
attempts to rejoin the network, and when he succeeds in doing so, you will see
something in the terminal referred to as WPA handshake [46] in the window to
the left of it.

To decrypt the password. Launch the program that manages your files.

By routinely gathering, examining, and comparing network states, all of this data may be

acqu
with

ired. "Passive network detection” [52] refers to this. All that has to be done, just like
passive network detection, is to gather packet headers. The payloads of these

packets are not significant. You might not have to be concerned about legal problems

that

might restrict how you employ packet sniffer headers and payloads if you use

packet headers. Given that headers are not encrypted, you might also not need to be
concerned about encryption limit restrictions.
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3.3 Post-mortem forensics

Post-mortem forensics refers to the investigation of wireless devices that can produce
evidence after an event. If technology techniques such as communications interception
systems are used in the forensic

Figure 3: Post-mortem forensics

s Create image Analysis
Post mortem Preseve the

forensics evidance

N Collect Evidance Collect Logs

the procedure, they are not included in the post-mortem investigation. However, the
results of the first may have an impact on the second while searching for information or
leads for the investigation. It accomplishes this by learning as much as it can about the
configuration of networks. A post-mortem investigation might further explore this data by
inspecting the devices [53] to determine how they were previously linked to networks
and looking for any signs of misuse being investigated.

3.4 Forensic Evidence

As we've already said, the goal of this research is to get useful forensic evidence from a
router for an investigation. So, we had to set up a lab environment to simulate how real
users interact with their different devices so that we could get data that looked like it
came from real life and see if we could get any useful information from it. So, we'll use
the following network topology to look at how the different routers work [54-56].

Figure 4: Network topology of our lab environment

= Iy |
&

~ l =
7
[kau] y
I Finding artifacts of
suspect traces -

Internet

Raspberry Pi and Kali Linux Wireless router forensics
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We chose to set up an environment with two computers, one smartphone, and a Wi-Fi
router so we could connect to the internet and do our research. An important part of our
analysis is that all of the routers being looked at still have their factory settings. This is
because most regular users wouldn't change these settings, not even the
administrator's password. We decided to make connections between these different
devices to see if we could get any useful information. When we talk about "traffic" in our
research, we mean information that a real user could give us. Sending and receiving
emails, sending messages with a smartphone, watching videos online, etc., are all
examples of data streams. We won't give IP addresses directly to the machines in our
topology because the routers use the Dynamic Host Configuration Protocol (DHCP) to
give IP addresses randomly to all the machines that connect to them (first come, first
served). In the following situations, we'll link the IP address we're looking at directly to
the machine names from the topology.

3.5 Live acquisition

The forensic team should exercise considerable caution when conducting live
investigations on a router since system adjustments cannot be performed. Even the
smallest adjustment could undermine the entire inquiry and produce erroneous results.
The Router investigation of our proposed solution.is shown in Figure 5.

Figure 5: Router investigation of the proposed solution

Router located on crime scene

l

Gather network password on device

|

Connect to the network with
portable Raspberry Pi Solution

l

No

Enough

Check for default administrator Connection to administrator panel

Perform extraction without credentials —| artifacts |—> ) —_ i 3 8 L
credentials with default credentials possible?
collected
Yes Yes No
Enough 1
~ ~ . . . og o . .
No | artifacts ¢ Perform forensic extraction with Yes Bruteforce or guessing possible
collected credentials «— 10 access panel with Kali linux? «—
Yes . Forensic Lab
l No
Postmortem
) . No Yes forensic
Router forensic done «— e

T ]
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e show access lists: Activates and displays all of the router's access lists. If for
any reason the investigator is only interested in the IPv4 access lists, he can use
the command "display IP access lists" to retrieve only those lists.

e show users: Shows a list of all the users who are currently connected to the
router.

¢ show file systems: Displays the many file systems that are accessible.
e Show clock detail: Shows the current time and date on the router's system.

e Show version: Displays information regarding the Cisco IOS software that has
been loaded.

e Show running config: Shows the configuration that is presently being executed
in RAM.

e Show startup config: Shows the configuration that was stored in the NVRAM.
e Show ip route: Displays the IPv4 routing table of the router.

e show ip arp : Displays the ARP table of the router, which maps IP addresses to
MAC addresses

e Show logging: Shows the current condition of the system log and the contents
of the standard logging buffer for the system.

e Show ip interface: Displays the current status of all IPv4 interfaces, and the
investigator can add the "brief" option to acquire a summary of those interfaces’
current status.

e Show interfaces: Displays information regarding all of the interfaces in the
chassis or a single interface that you choose.

e Show tcp brief all: Displays the status of all endpoints using the hostname
format required by the Domain Name System. Endpoints that are currently in the
LISTEN state will not be displayed if the "all" option is not selected.

e Show ip sockets: Information about IP sockets is displayed.

4. RESULTS AND DISCUSSION

In this chapter, we'll show the forensic analysis of the different routers we talked about
in the "scope" section. First, we're going to show you what the router can do. Second,
we'll talk about the forensic evidence that was found using manual, logical, and
hardware methods. Lastly, at the end of each method, we show the results in a table
that sums up what has been found.
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4.1 Huawei WIFI AX3 Pro
Figure 6: HUAWEI WIFI AX3 Pro

The specs that were found are not important for the investigation. The size of the
memory (volatile and non-volatile), the operating system (OS), software versions, and
other information would be a good place to start our investigation.

Figure 7: Result of NMAP scan on HUAWEI WiFi AX3 Pro

:FF:76 (Huawei Technolog

When we look at the interface, the router sends out traffic (also when we are not doing
anything — an explanation can be found below). This Wireshark dump was taken from
our host PC-A (192.168.8.100) when it was connected to the router's network
(192.168.8.1) and the web interface was being used.

Figure 8: Wireshark dump of the HUAWEI WiFi AX3 Pro.

N ip.addr==192.168.8.1

No. Time Source Destination Protocol Lengtl Info

0.633762524 192.168.8.1080 192.168.8.1 TCP 66 57562 - 80 [ACK] Seq=986 Ack=1977 Win=501 Len=8 TSv

>3 9.650700348 192.168.8.100 192.168.8.1 HTTP 559 GET /api/dialup/mobile-dataswitch HTTP/1.1

>4 9.664151375 192.168.8.1 102.168.8.100 TCP 416 80 - 57562 [PSH, ACK] Seq=1977 Ack=1479 Win=8712 Le
53 9.664692597 192.168.8.1 192.168.8.100 HTTP/- 151 HTTP/1.1 260 OK

55 9.664794976  192.168.8.100 192.168.8.1 TCP 66 57562 + 80 [ACK] Seq=1479 Ack=2412 Win=501 Len=8 TS

57 9,693585781 192.168.8.100 192.168.8.1 HTTP 564 GET /api/monitoring/traffic-statistics HTTP/1.1

7 9.693798734 192.168.8.1080 192.168.8.1 TCP 74 57604 - 80 [SYN] Segqg=0 Win=64240 Len=8 MS55=1460 SAC
60 §,604067147 192.168.8.1 192.168.8.100 TCP 74 80 - 57604 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=8 M
51 p.694986681 192.168.8.100 102.168.8.1 TCP 66 57604 - 80 [ACK] Seg=1 Ack=1 Win=64256 Len=0 TSval=

We noticed that the router (192.168.8.1) makes us (192.168.8.100) send the same
requests about every 5 seconds. We made those requests so that we could update
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some information on the router, like how long our connection to the internet has been
up.
Figure 9: Homepage of the HUAWEI WiFi AX3 Pro’s web interface

M2 HUAWEI  HUAWEI WiFi AX3 g0t | €  Englsh

More Functions

About Router

LAN
Manage Updates

Afte
Network Settings ~ it W

ou

& LAN

What's this?

Virtual Private Network

IPTV Setup
LAN IP address 192.168.0.1
UPnP Domain name
. X v he set d: name (for example: my.home) t
Link + Settings e te b management pages.

On the first page, we can find out the ISP, how much data is being used, how long the
router has been up, and how many people are connected.

Figure 10: Logs contained in the HUAWEI Wi-Fi AX3 Pro

Quick Setup

Logs
Dial-up o
Ethemet o Logs record user operations and device exceptions.
WLAN o Note: Log format: “Time" "Level" "Module name" "Result’ "Content".
Security [}
System o Logs
Device Information
Mody Password Log level Informative v Apply
. 2020-03-02 18:13:44  Platiorm

Restore Detaults 2020-02-20 03:28:41  Platt

20200220 03:23:30 P
Reboot 2020-02-19 23:20:40

2020-02-19 23:11:18
oo 2020-02-19 23:10:15
Antenna Settings 2020-02-19 23:03:43

2020-02-18 22:19:12

2000218 13635

Updaie Setings 2020-02-18 03:44:45

2020-02-18 03:42:47
2020-02-18 03:31:37
2020-02-18 03:31:10
2020-02-18 03:28:54
2020-02-18 03:26:56
2020-02-18 03:26:51
2020-02-18 03:26:47
2020-02-18 02:05:17
2020-02-18 01:58:32
2020-02-18 01:58:24
2020-02-18 01:57:40 o

Export | Clear

We decided to see what these logs could do, and we found that sometimes a login isn't
recorded when the session on a web page ends and the user reconnects. When you try
to reconnect, you have to type in your username and password again.
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4.2 TP-Link ARCHER C7 AC1750

As for the HUAWEI WiFi AX3 Pro, those specs 1 are not important for forensics. In the
next chapters, we'll show what we've learned right away. The results of TP-Link Archer
C7 AC1750 Specifications manufacturers are shown in figure 11.

Figure 11: TP-Link Archer C7 AC1750- front side and backside

Before we can start to look into it, we need to know what services are running on the
router so we can figure out what manual methods could be used.

Figurel2: NMAP scan on TP-Link ARCHER C7 AC1750

Starting Nmap 5.00 ( http://nmap.org ) at 2012-11-27 03:30 IST
Interesting ports on 192.168.1.1:
STATE SERVICE
closed ftp
open ssh
closed telnet
closed smtp
open http
closed pop3
closed netbios-ssn
closed https
closed microsoft-ds
3389/tcp closed ms-term-serv
MAC Address: BC:AE:C5:C3:16:93 (Unknown)

Nmap done: 1 IP address (1 host up) scanned in 1.58 seconds
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Figure 13: DHCP system logs - TP-Link ARCHER C7 AC1750
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Log Content

Send OFFER with ip 192.168.1.101

Recv DISCOVER from 52:F9:A3:3F:25:09
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Recy REQUEST from 44:65:00:A0FD:DE

Send OFFER with ip 192.168.1.103
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Send ACK to 192.168.1.102
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Figure 14: Device information from backup file

£ RouterPassView - C\Users\odin\Desktop'conf.bin
File Edit View Options Help

= & a) A
<?xml version=""1.0"%>

<DslCpeConfig>

<Devicelnfo>

{UpTime wval

</Devicelnfo>

4.3 Linksys EA7500

{InternetGatewayDevice>
<DeviceSummary val="InternetGatewayDevice:1_1[]{Baseline:1, EthernetLAN:z1)}" />
<LANDeviceNumberOfEntries val=1 />

=279 />

<X_TP_ISFD val=3 />

{Manufacturer0UI val=CC32ES />
<SerialNMumber val=CC32E5C6B33Rn />

<HardwarelUersion val="TL-HR6468 vh 00000082" />

<{SoftwareVersion val="1.10.0 6.9.1 vB061.0 Build 198521 Rel.386%96n" />

The specificationsl show that the SIM card properties are the same as the other two
routers we looked at. As we've already said, the biggest difference between the Linksys
EA7500 and the other two routers we looked at is that this one doesn't use 4G

technology.

Figure 15: Linksys EA7500- front side and backside
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We decided to see what these logs could do, and we found that sometimes a login isn't
recorded when the session on a web page ends and the user reconnects.

Figure 16: NMAP scan result for Linksys EA7500

4.4 Result based on router vendor

Because of vendor-specific implementation, distributed routing infrastructures may have
poor processing performance or even crash when subjected to the stress of routing
dynamics. The results of collecting artifacts from various vendor router manufacturers
are shown in table 2.

Table 2: Result based on router vendor

Connectivity Wi-Fi Gain . Forensic Forensic
Vendor | Accuracy Passvyord Access _ Encryption | Artifacts Artifacts
(%) Cracking to Admin | bypass (%) | Postmortem Live (%)
(%) Page (%) (%)
Cisco 84 54 65 84 90 70
TP-Link 98 78 78 90 92 74
Huawei 94 93 80 94 95 80

4.5 Results based on WIFI-hacking tools

The 2.4 GHz and 5 GHz frequency bands are utilized by every wireless network to
transmit and receive data. For the transmission of information or signals, this band has
been further subdivided into multiple channels. Users experience slower speeds and a
more sluggish overall Internet experience when these channels are congested with a
high volume of traffic. The results of collecting artifacts from various vendor router
manufacturers are shown in table 3.
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Table 3: Result based on WIFI-hacking tools

: : Fern Wi-Fi Wi-Fi Pixie Wi-Fi
Vendor | Aircrack-ng | Kismet Cracker te WPS Reaver te
Cisco 90 60 50 20 35 100 20
TP-Link 30 920 10 100 10 15 30
Huawei 100 10 50 25 35 40 10

4.6 Results based on password cracking tools

Usually, the decision to seize depends on what kind of investigation we are doing. The
results of collecting artifacts from various vendor router manufacturers are shown in
table 4. Since the seizure depends on other things, it is best if the router is left behind
until all the needed information has been gathered on the scene.

Table 4: Result based on password cracking tools

Vendor THC-Hydra Hashcat Pipal Password John the
Analyzer Ripper
Cisco 100 50 100 100
TP-Link 50 50 50 100
Huawei 100 100 50 100

4.7

Results based on protocols

A paper where they suggest a possible database of forensic artifacts that can be used
as a point of reference will also be used to compare it to the stages of our flowchart.
The results of collecting artifacts from various vendor router manufacturers are shown in
table 5. As part of their research, they are making a database with a rating system for

each piece of forensic evidence.

Table 5: Result based on protocols

Tools Accuracy Wi-Fi Pas_sword Gain Access to Encryption For_ensic
(%) Cracking Admin Page bypass Artifacts
WEP 84.36% Yes No No Yes
WPA 95.0% Yes No No Yes
WPA2 98.39% Yes Yes Yes No
WPS 94.0% Yes Yes No Yes

4.8 Results based on forensic artifacts

If not, enough forensic artifacts were found without the administrator panel, the next
step is to find the credentials to get into that panel, which is where most of the forensic
artifacts are kept. For that, you only need to do a quick search online, since most
companies list the default credentials on their websites. If you can't find it on the
manufacturer's website, you can also look on the forums. The results of forensic
artifacts from various vendor router manufacturers are shown in table 6. The results of
forensic artifacts based on protocols of different vendor router manufacturers are shown
in figure 55. Once the credentials are known, we have to connect to the router's
management panel to start manually extracting forensic artifacts.
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Table 6: Result based on forensic artifacts

Vendor | IP Addresses (%) | Logs (%) Mac Address (%) Users details (%)
Cisco 60 50 89 71
TP-Link 67 44 56 82
Huawei 78 88 84 92

If not, enough forensic artifacts were found without the administrator panel, the next
step is to find the credentials to get into that panel, which is where most of the forensic
artifacts are kept.

Figure 17: Result based on forensic artifacts

Huawei

TP-Link

| R

L

| |
]

~
iy

Cisco

[=]

20 40 60 80 100

Users details = Mac Address  m Logs = IP Addresses

If not, enough forensic artifacts were found without the administrator panel, the next
step is to find the credentials to get into that panel. The results of IP addresses based
on protocols of different vendor router manufacturers are shown in figure 56. Which is
where most of the forensic artifacts are kept.

Figure 18: The success rate of IP Address artifacts from different vendor’s
routers

&

m Cisco ®TP-Lmk = Huawel

For that, you only need to do a quick search online, since most companies list the
default credentials on their websites. If you can't find it on the manufacturer's website,
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you can also look on the forums. The results of IP addresses based on logs of different
vendor router manufacturers are shown in figure 19.

Figure 19: The success rate of logs artifacts from different vendor’s routers

45%

»

m Cisco = TP-Link Huawei

User detail, User IP, User Name, date, time, source and destination IP. Time of request,
date of request, status code (web), Bytes of data sending and receiving. For that, you
only need to do a quick search online, since most companies list the default credentials
on their websites. The results of MAC address based on protocols of different vendor
router manufacturers are shown in figure 58.

Figure 20: The success rate of Mac Address artifacts from different vendors’
routers

35%

%

m Cisco = TP-Link Huawei

Connecting to the network and typing in the IP address of the router in a browser is all it
takes to make the connection. The passwords may have been changed. The results of
IP address based on the rate of different vendor router manufacturers are shown in
figure 59...

Figure 21: The success rate of Users details artifacts from different vendor’s
routers

<&

m Cisco = TP-Link Huawei
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CONCLUSION

The field of digital forensics is vast. We choose to contribute to the field by analyzing
routers because that sector is made up of so many different types and brands of
equipment. The router is probably one of the first places to look for quick and effective
triage at a crime scene. This makes it an important part of any digital investigation.
When beginning an inquiry, a particular technique should be employed due to the
significance of a router on the scene. It was clear from our research that by employing a
live forensic approach using Raspberry Pl and Kali Linux, we were able to retrieve
details about the network topology (connected devices, IP addresses, MAC addresses,
etc.) and other useful artifacts. Our research's main finding is that it will provide forensic
analysts with a clear knowledge of the value of a live forensic technique. We also show
how different vendors' tools and techniques, such as Huawei, Cisco, and TP-Link
routers, can be used. So, our method can be used with many different router models
and manufacturers, and it also lets analysts collect artifacts. This makes our research
the basis for router forensics. The investigation revealed many areas where this activity
might be strengthened going forward to have a greater impact. First, there is a
staggering variety of routers available. A fascinating future project may be increasing
the number of router devices to test them and find artifacts.
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