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Abstract 

Light weight encryption has a lot of applications in our technical life such as mobile security, which is based 
on block cipher with core S-Box. Substitution box (S-box) is the core of nonlinearity of block ciphers. So, it 
must be secure enough to avoid linear, differential, integral and algebraic attack. In this paper, light weight 
S-box was converted into a mathematical model containing multivariate system of equations, which were 
solved by a classical method called Gro ̈bner Bases. It was found that the Gro ̈bner Bases succeeded to 
penetrate the lightweight S-box with high efficiency which render this type of S-box weak for algebraic 
attack. In addition, the encryption system was applied after the hacking of S-box to verify the extent to which 
the theoretical results were achieved. Indeed, the theoretical and practical results were identical to confirm 
that the hacking of S-box was to a large extent. 

Keywords: Encryption, Block Cipher, S-Box, Attack, Gro ̈bner 

 
1. INTRODUCTION 

The block cipher Rijndael has been declared the new Advanced Encryption Standard 
(AES) by the National Institute of Standards and Technology (NIST), which noted some 
limitations with the Data Encryption Standard (DES) in 1999[1]. The AES was published 
as a final standard (Federal Information Processing Standards Publications FIPS PUBS 
197) in 2001. AES is a nonlinear transformation method that works well for both software 
and hardware cryptography applications since it has been shown to be a robust 
cryptographic primitive against linear, differential, integral, and algebraic attacks. 
Versions of the key sizes 128,192,256 bits and extra block sizes are used in these 
implementations [2]. 
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The finite field Galois field GF (2^8) is the domain over which all AES operations are 
conducted [3]. A Windows Phone software built in C#, an Android app written in Java [4], 
and a Windows console application written in C++ have all effectively implemented AES. 
It took significantly less time to implement AES using a 32-bit round lookup table than it 
did with an 8-bit separate subBytes, shiftRows, mixColumns, and AddRoundKey 
transformation. Block ciphers that are lightweight have been designed for effective 
hardware applications. Lightweight cryptographic techniques, including mix columns and 
parallel byte substitution, are much sought after for Internet of Things (IoT) applications 
in the current decade [5, 6]. 

Substitution Bytes is the initial transformation (Sub Bytes). It is employed in the encryption 
process, and the decryption procedure uses inverse Sub Bytes. This replacement causes 
difficulty in the AES method since it is a nonlinear substitution of bytes that works 
independently on each byte of the state using a substitution table [7]. Throughout the 
cryptography algorithm, this box remains unchanged. The primary area of vulnerability 
that draws cryptanalysts to examine the flaw in preparation for specific attacks is this 
limitation. Don Coppersmith published the S-box design in 1994. The use of S-boxes in 
the standard was not fully understood until this point. 

From 2000 onwards, several algebraic attacks have been launched against the security 
of AES [8]. A mapping S:GF (2^8) →GF (2^8) that consists of an affine transformation 
function A(x) and an inverse function I(x) that yields the multiplicative inverse is known as 
Rijndael's S-box [9]. An affine transformation should be done to perform the Sub Bytes 
transformation after taking the multiplicative inverse in the finite field Galois field for the 
encryption procedure. Find the inverse affine transformation for the inverse Sub Bytes 
transformation before performing a multiplicative inverse of that byte as part of the 
decryption procedure. Both processes are completed simultaneously in this manner. 

The values in S-box that relate to it are substituted for the corresponding values in the 
row and column. In a similar manner, inverse substitution of bytes is carried out [10]. 
Since the multiplication of the Galois field is a laborious procedure, the values are pre-
calculated and replaced in the design as needed. To accomplish this, use the lookup 
table. To cut down on delay, Sub Bytes are handled similarly [11]. S-Boxes are evaluated 
based on four criteria: independence of output bits, stringent avalanche, nonlinearity, and 
bijectivity [12]. The algebraic degree that should be high enough to withstand algebraic 
attacks is reflected in the nonlinearity of the S-box [13], [29–37]. 

A novel method has been put out for creating S-boxes in the Advanced Encryption 
Standard (AES). This proposed S-box's construction method builds from small S-boxes 
specified over GF (2^4) rather than GF (2^8), as in the case of conventional AES. Using 
the new method has altered the Rijndael Algorithm (RA). The construction of this Modified 
Rijndael Algorithm (MRA) involved substituting small S-boxes for the S-box of RA, and as 
a result, the key expansion procedure of RA was altered. Every single little S-box has a 
unique equation. One of GF (2^4)'s three irreducible polynomials has been used to extract 
each equation. Compared to the S-box of RA, which used one equation and one 
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irreducible polynomial, this made cryptanalysis via finding distinct equations exceedingly 
challenging [14]. A Modified Rijndael Algorithm (MRA) S-box hardware implementation 
technique that is both efficient and effective has been proposed in [15,29]. Each little S-
box's Boolean functions have been implemented through the use of combinational logic 
gates in this implementation. Therefore, in order to minimize the implementation 
complexity that arises from employing the composite field required for the reduction from 
GF (2^8) to GF (2^4) in the SubByte transformation of the Rijndael Algorithm (RA), a tiny 
field in MRA has been employed. Compared to the S-box of RA, which used one equation 
and one irreducible polynomial, this made cryptanalysis via finding distinct equations 
exceedingly challenging [14]. A Modified Rijndael Algorithm (MRA) S-box hardware 
implementation technique that is both efficient and effective has been proposed in [15,29]. 
Each little S-box's Boolean functions have been implemented through the use of 
combinational logic gates in this implementation. Therefore, in order to minimize the 
implementation complexity that arises from employing the composite field required for the 
reduction from GF (2^8) to GF (2^4) in the SubByte transformation of the Rijndael 
Algorithm (RA), a tiny field in MRA has been employed. In order to cryptanalyze the 
lightweight AES S-box, we will describe in this work how to transform the lightweight AES 
S-box into a mathematical model made up of multivariate systems of equations and then 
solve these equations using the Gro b̈ner Bases approach. We refer to this kind of attack 
as an algebraic attack. 

In section 2, the process of light weight AES is described. And in section 3, a 
mathematical definition of S-box is introduced to understand the principle of light weight 
AES S-box which is explained in section 4. Section 5 explains how to convert S-box into 
a mathematical model, and then measures the strength of this S-box using the resistance 
of algebraic attacks (Γ) is explained in section 6. in section 7, Gro b̈ner Bases is applied 
as a method for solving multivariate system of nonlinear equations included in the 
mathematical model of the S-box to penetrate it. Finally, section 8 mention all practical 
tests of the system after penetration of s-box 
 
2. DESCRIPTION OF LIGHTWEIGHT AES 

The input of A = (a0, a1, a2, a3) of the lightweight S-Box is represented as a  2 × 2 matrix 
of 4 bits (a nibble) as shown below. 

A = (
a0 a2
a1 a3

) 

Bit 
0 

Bit 
1 

Bit 
2 

Bit 
3 

Bit 
4 

Bit 
5 

Bit 
6 

Bit 
7 

Bit 
8 

Bit 
9 

Bit 
10 

Bit 
11 

Bit 
12 

Bit 
13 

Bit 
14 

Bit 
15 

where   a0 = Bit0,1,2,3 , a1 = Bit4,5,6,7 , a2 = Bit8,9,10,11 , a3 = Bit12,13,14,15 . 

There are 4 main components of light weight AES: Nibble Sub, Shift Row, Mix Column, 
and Key Addition 

A. Nibble Substitution (Nibble Sub) [16] 

S-box of the lightweight AES is called nibble sub because it takes each input nibble and 
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substitutes it with an output nibble according to 4×4 look up table called substitution box 
(S-box). It applies the non-linear invertible function "S-Box function” to each element of 
the state. 

B. Shift Row [16] 

In this step, each row of the input block is rotated left wise by using different nibble 
amounts. The first row is unchanged while the second row is rotated left wise by one 
nibble. This is illustrated in Fig 2, where 𝑈 = (𝑢0, 𝑢1, 𝑢2, 𝑢3), is the input and V =
(𝑣0, 𝑣1, 𝑣2, 𝑣3), is the output. 

(
𝑢0 𝑢2
𝑢1 𝑢3

)
shift row
→       (

𝑢0 𝑢2
𝑢3 𝑢1

) = (
𝑣0 𝑣2
𝑣1 𝑣3

) 

C.  Mix Column [16] 

In this step, each column of the input block is taken and multiplied by a constant matrix in 
order to obtain a new output column, as shown below, 𝐕 = (𝒗𝟎, 𝒗𝟏, 𝒗𝟐, 𝒗𝟑), denotes the 

input and 𝑾 = (𝒘𝟎, 𝒘𝟏, 𝒘𝟐, 𝒘𝟑), denotes the output.3.  

(
𝑣0 𝑣2
𝑣1 𝑣3

)
𝑚𝑖𝑢 𝑐𝑜𝑙𝑢𝑚𝑛
→          (

𝑤0 𝑤2
𝑤1 𝑤3

) 

where       (
𝑤0
𝑤1
) = (

𝛽 + 1 𝛽
𝛽 𝛽 + 1

) (
𝑣0
𝑣1
)  

and      (
𝑤2
𝑤3
) = (

𝛽 + 1 𝛽
𝛽 𝛽 + 1

) (
𝑣2
𝑣3
) 

where 

𝛽 = 0010, 

𝑤0 = (0011⨂𝑣0) + (0010⨂𝑣1), 

𝑤1 = (0010⨂𝑣0) + (0011⨂𝑣1) 

and so on. 

D. Key Addition [16] 

In this step, the input block, 𝑾 = (𝒘𝟎, 𝒘𝟏, 𝒘𝟐, 𝒘𝟑) is exclusived-ORed with the round key, 

𝐊𝐢 = (𝐤𝟎, 𝐤𝟏, 𝐤𝟐, 𝐤𝟑), bit by bit to produce the 16 bit output block key, 𝐒 = (𝐬𝟎, 𝐬𝟏, 𝐬𝟐, 𝐬𝟑), 
as shown in Fig 4. The round key is derived from the secret key 𝐊 by using the key 
schedule. The exclusive-OR operation produces ‘1’ if the bits of the input block and round 
key are different. Otherwise, the output bit is ‘0’ 

(
𝑤0 𝑤2
𝑤1 𝑤3

)⨁(
𝑘0 𝑘2
𝑘1 𝑘3

) = (
𝑠0 𝑠2
𝑠1 𝑠3

) 

E. The Lightweight AES Key-schedule [17] 

In light weight AES, one 16-bit round key, 𝐤𝟎, is produced from the 16-bit secret key which 
passed through a key-schedule to be used prior to the first round, and a 16-bit round key, 
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𝐤𝐢 to be used in each round of light weight-AES. Light weight-AES encryption is defined 
to have 2 rounds, hence three round keys, 𝐤𝟎, 𝐤𝟏 and 𝐤𝟐 are generated as shown below. 

At round 0 ⟶ (

𝑡0 = 𝑘0
𝑡1 = 𝑘1
𝑡2 = 𝑘2
𝑡3 = 𝑘3

) 

At round 1 ⟶ (

𝑡4 = 𝑡0⨁𝑛𝑖𝑝𝑝𝑙𝑒𝑠𝑢𝑏 (𝑡3)⨁𝑟𝑐𝑜𝑛(1)
𝑡5 = 𝑡4⨁𝑡1
𝑡6 = 𝑡5⨁𝑡2
𝑡7 = 𝑡6⨁𝑡3

) 

At round 2 ⟶ (

𝑡8 = 𝑡4⨁𝑛𝑖𝑝𝑝𝑙𝑒𝑠𝑢𝑏 (𝑡7)⨁𝑟𝑐𝑜𝑛(2)
𝑡9 = 𝑡8⨁𝑡5
𝑡10 = 𝑡9⨁𝑡6
𝑡11 = 𝑡10⨁𝑡7

) 

Define the 16-bit secret key, 𝐾, as a 4 nibbles, 𝐾 = (𝑘0, 𝑘1, 𝑘2, 𝑘3), and likewise, 𝑘0 =
(𝑡0, 𝑡1, 𝑡2, 𝑡3), 𝑘1 = (𝑡4, 𝑡5, 𝑡6, 𝑡7) and 𝑘2 = (𝑡8, 𝑡9, 𝑡10, 𝑡11), then the round key values are 
obtained from the secret key as above. Noting that a round constant 𝑟𝑐𝑜𝑛(𝑖) is used  in 
each round, where 𝑟𝑐𝑜𝑛(1) =  0001, and 𝑟𝑐𝑜𝑛(2)  =  0010. As it is known that the S-box 
is the core of the Light weight AES so we will first need to know the definition of this core. 
 
3. PRINCIPLE OF LIGHT WEIGHT AES S-BOX 

Definition 1 (mathematical definition of S-box) [18] 

The substitution S-box of size n x n maps n input to n outputs according to the mapping  

V: 𝑓2
𝑛 → 𝑓2

𝑛, where n ≥ 2  is a constant positive integer. The Boolean function components 
of the S-box 𝑉 = (f1(𝑢1, 𝑢2, … , 𝑢m), f2(𝑢1, 𝑢2, … , 𝑢m), … , fm(𝑢1, 𝑢2, … , 𝑢m)). The evaluation 

of S-box is performed by taking multiplicative inverse (𝑢′)−1 in GF(24)  and applying an 
affine transformation function 𝑣(𝑢′) over GF(2). The inverse function I(𝑢′) and affine 
transform are defined as follows. 

𝐼(𝑢′) = {
(𝑢′)14,       𝑢′ ≠ 0

0   ,           𝑢′ = 0
 

𝑣(𝑢′) = Ma𝑥 𝑢′+′2′ = (

1 0
0 1

1 1
1 1

1 1
1 1

1 0
0 1

)

(

 

𝑢3
′

𝑢2
′

𝑢1
′

𝑢0
′)

 + (

0
0
1
0

) 

where 𝒖𝐢
′ (𝐢 = 𝟎, 𝟏, 𝟐, 𝟑) are the bits of the byte 𝒖′ and 𝒖𝟑

′  is the most significant bit.  

The three irreducible polynomials in  𝐆𝐅(𝟐𝟒) are defined as follows: 

{
𝒖𝟒 + 𝒖 + 𝟏,

𝒖𝟒 + 𝒖𝟑 + 𝒖𝟐 + 𝒖 + 𝟏,

𝒖𝟒 + 𝒖𝟑 + 𝟏.
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4. MATHEMATICAL MODEL OF S-BOX 

S-Box consists of some Boolean functions as presented before section 2. These functions 
consisting of the S-Box mathematical model is evaluated based on the following methods. 

A. Algebraic Normal Form of the S-box (ANF) 

ANF is described as follows: [20] 

g(𝑢) = b0⨁∑bi𝑢i
i=1

⨁ ∑ bij𝑢i𝑢j
1≤i≤j≤m

⨁…⨁b12…m𝑢1𝑢2…𝑢m 

where Σ,⨁ denote the modulo 2 summations. 

B. Multivariate Quadratic Equation System of Light weight S-box 

Light weight S-box composes of “patched” inverse in GF(24) with 0 mapped on to itself 

with a multivariate affine transformation GF(24) → GF(24). These functions are called f 
and g respectively and let s = g ∘ f. An input value will be denoted by 𝑢 and the 

corresponding output value will be 𝑣 = f(𝑢). And W = s(𝑢) = g(𝑣) = g(f(𝑢)).Obviously, 

for the inverse transformation 𝑣 = f(𝑢), 𝑢𝑣 = 1, when 𝑢 ≠ 0, i.e. [21] 

((∑𝑢𝑖𝑡
𝑖

3

𝑖=0

)(∑𝑢𝑖𝑡
𝑖

3

𝑖=0

)) =∑0𝑡𝑘
3

𝑘=1

+ 1    

Expanding equation (7), we have 

∑∑(𝑢i𝑣j)m(t)

3

j=0

3

i=0

(ti+j)m(t) =∑0tk
3

k=1

+ 1  

In our case study, t4 = t4 + t + 1, By comparing coefficients of tk(0 ≤ k ≤ 4) of both sides 
in Equation (7), the four multivariate quadratic equations of the inverse transformation 

can be obtained. Since, 𝑣 → z is linear, four multivariate quadratic equations of light 
weight AES S-box can be obtained. Now, we give the principle of generation of light 

weight AES S-box equations system. Multiplying 𝑢 by 𝑣 and the multiplication result 

modulo m(t), the coefficients c0, … , c3 of  tk(0 ≤ k < 4) can be obtained. First, we explain 

the process of computation of the coefficients c0, … , c3. We put (𝑢0, … , 𝑢3) = 𝑢, 
(𝑣0, … , 𝑣3) = 𝑣 and (𝑤0, … , 𝑤3) = 𝑤 [8]. 

𝑢3𝑣3𝑡
6 + (𝑢2𝑣3 + 𝑢3𝑣2)𝑡

5 + (𝑢2𝑣2 + 𝑢3𝑣1 +
𝑢1𝑣3)𝑡

4 + (𝑢0𝑣3 + 𝑢3𝑣0 + 𝑢1𝑣2 + 𝑢2𝑣1)𝑡
3 +

(𝑢0𝑣2 + 𝑢2𝑣0 + 𝑢1𝑣1)𝑡
2 + (𝑢0𝑣1 + 𝑢1𝑣0)𝑡 +

𝑢0𝑣0𝑡
0 = 0𝑡3 + 0𝑡2 + 0𝑡 + 1𝑡0  

(9) 

Then, the multiplication results modulo m(t) one by one and by comparing coefficients of 
both sides as follows: equations (10-13) 

𝑢3𝑣3 + 𝑢0𝑣3 + 𝑢3𝑣0 + 𝑢1𝑣2 + 𝑢2𝑣1 = c0  
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𝑢3𝑣3 + 𝑢2𝑣3 + 𝑢3𝑣2 + 𝑢0𝑣2 + 𝑢2𝑣0 + 𝑢1𝑣1 = c1  

𝑢2𝑣3 + 𝑢3𝑣2 + 𝑢2𝑣2 + 𝑢3𝑣1 + 𝑢1𝑣3 + 𝑢0𝑣1 + 𝑢1𝑣0 = c2  

𝑢0𝑣0 + 𝑢2𝑣2 + 𝑢3𝑣1 + 𝑢1𝑣3 = c3  

According to the principle of light weight S-box, the relation between 𝑤 and 𝑣 is given by: 

𝑤 = D𝑣 + ′2′  

And, 

𝑣 = 4𝑤 + ′8′  

Where, 

(

𝑣3
𝑣2
𝑣1
𝑣0

) = (

1 0
0 0

0 0
0 1

0 0
0 1

1 0
0 0

)(

𝑤3
𝑤2
𝑤1
𝑤0

) + (

1
0
0
0

) 
 

Then,  

{

𝑣3 = 𝑤3 + 1,
𝑣2 = 𝑤0 ,        
𝑣1 = 𝑤1 ,        
𝑣0 = 𝑤2 .        

 

 

Substituting Equation (17) into the four equations (10-13), retrieving (equations18-21) 

𝑢3𝑤3 + 𝑢3 + 𝑢0 + 𝑢3𝑤2 + 𝑢1𝑤0 + 𝑢2𝑤1 = 0,  

𝑢3𝑤3 + 𝑢3 + 𝑢2𝑤3+𝑢2 + 𝑢3𝑤0 + 𝑢0𝑤0 + 𝑢2𝑤2 + 𝑢1𝑤1 = 0  

𝑢2𝑤3 + 𝑢2 + 𝑢3𝑤0+𝑢2𝑤0 + 𝑢3𝑤1 + 𝑢1𝑤3 + 𝑢1 + 𝑢0𝑤1 + 𝑢1𝑤2 = 0,  

𝑢0𝑤3 + 𝑢0 + 𝑢2𝑤1 + 𝑢2 + 𝑢3𝑤0 + 𝑢1𝑤2 = 1,  

Because there is no nonzero constant term in three of these equations (18-21), for 𝑢 = 0, 
these three equations (18-20) are true with probability 1. When 𝑢 ≠ 0, the fourth equation 
(21) is true, so this equation is true with probability 15/16.   

Since 𝑢𝑣 = 1 (⩝ 𝑢 ≠ 0), we have 

⩝ 𝑢 ≠ 0 → 𝑢 = 𝑢2𝑣  

This equation is also true when 𝑢 = 0, so we have 

⩝ 𝑢 ϵ GF(24) → {

𝑣 × 𝑢2

𝑢2 × 𝑣4

⋮
𝑢8 = 𝑣8 × 𝑢16 = 𝑣8 × 𝑢

 

 

The last equation is chosen in Equation (23). Noting that it is symmetric with respect to 

exchange of 𝑢 and 𝑣, so the following two equations can be obtained: 
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{𝑢
8 = 𝑣8 × 𝑢
𝑣8 = 𝑢8 × 𝑣

  

Then there are two equations over GF(24) which are true with probability 1. Each of above 

two equations will give four quadratic equations with four variables because 𝑢 → 𝑢8 is 
linear. Similarly, these eight equations can be obtained as follows: equations (25-32) 

𝑢3𝑤3 + 𝑢3 + 𝑢3𝑤2 + 𝑢2𝑤1 + 𝑢1𝑤0 + 𝑢0𝑤3 + 𝑢0 + 𝑤3 + 1 = 0,  

𝑢3𝑤3 + 𝑢3 + 𝑢3𝑤0 + 𝑢2𝑤3 + 𝑢2 + 𝑢2𝑤2 + 𝑢1𝑤1 + 𝑢0𝑤0 + 𝑤0 = 0,  

𝑢3𝑤0 + 𝑢3𝑤1 + 𝑢2𝑤3 + 𝑢2+𝑢2𝑤0 + 𝑢1𝑤3 + 𝑢1 + 𝑢1𝑤2 + 𝑢0𝑤1 ++𝑤1
= 0,   

 

𝑢3𝑤1 + 𝑢2𝑤0 + 𝑢1𝑤3 + 𝑢1+𝑢0𝑤2 +𝑤2 = 0,  

𝑢3𝑤3 + 𝑢3𝑤2 + 𝑢2𝑤1 + 𝑢1𝑤0+𝑢0𝑤3 + 𝑢0 = 0,  

𝑢3𝑤3 + 𝑢3 + 𝑢3𝑤0 + 𝑢2𝑤3 + 𝑢2𝑤2+𝑢1𝑤1 + 𝑢0𝑤0 = 0,  

𝑢3𝑤0 + 𝑢3𝑤1 + 𝑢2𝑤3 + 𝑢2 + 𝑢2𝑤0 + 𝑢1𝑤3+𝑢1𝑤2 + 𝑢0𝑤1 = 0,  

𝑢3𝑤1 + 𝑢2𝑤0 + 𝑢1𝑤3 + 𝑢1 + 𝑢0𝑤2 + 𝑢0 = 0,  

After making the mathematical model, we should determine the difficulty of solving these 

equations by using the resistance of algebraic attacks (Γ) which will be explained in the 
next section. 
 
5. THE RESISTANCE OF ALGEBRAIC ATTACKS (RAA) 

One S-box which has good cryptographic properties can ensure the cipher system to 
have high resistance against a variety of cryptanalysis methods, so any shortcomings of 

S-box will weaken the security of the cipher. Light weight AES S-box is a 4 ×  4 Boolean 
functions and these 4 Boolean functions are affected each other. Even if these 4 functions 
have some properties simultaneously, the S-box Boolean function may not have similar 
properties. So, it is necessary for any S-box function to be analyzed according to its 
algebraic properties. 

Definition2[22] 

Given r equations of t terms in GF(24), the algebraic attacks resistance (RAA) is denoted 

by Γ and is defined as follows. 

Γ = ((t − r) n⁄ )⌈t−r/n⌉  

The measures of multivariate equations system solving difficulty is based on the value of 

Γ The lightweight S-box resistance for our case study, n = 4, r = 11, and t = 24, so the 
resistance will be. 

Γ1 = ((24 − 11) 4⁄ )
⌈24−11/4⌉ = 45.09888  

we use Gröbner Bases for solving the system and evaluate the . 
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𝟔.  𝑮𝒓𝒐̈𝒃𝒏𝒆𝒓 BASES AS AN ATTACKING METHOD 

Multivariate nonlinear system of equations is solve based on Gröbner .. For more 
understanding Gröbner Bases, there are some definitions presented as follows: 

Definition 4 [24,25] 

Given a monomial order, a 𝐺𝑟𝑜̈𝑏𝑛𝑒𝑟 Bases 𝐺 of a nonzero ideal 𝐼 is a generating set 
{𝑔1, 𝑔1, … , 𝑔𝑘} ⊆ 𝐼 such that for all 𝑓 ∈ 𝑅, 𝑓 leaves a remainder 0 when divided by 𝐺 if and 

only if 𝑓 ∈ 𝐼. 

Definition5 [26] 

 Let 𝑆(𝑓, 𝑔) =
𝑙𝑐𝑚(𝐿𝑀(𝑓),𝐿𝑀(𝑔))

𝐿𝑇(𝑓)
𝑓 −

𝑙𝑐𝑚(𝐿𝑀(𝑓),𝐿𝑀(𝑔))

𝐿𝑇(𝑓)
𝑔  

Where lcm is the least common multiple, LT is the leading term, and LM is the leading 
monomial. This is the S −polynomial of fand g, where ’S’ stands for “Subtraction or 
Syzygy”. 

Theorem 1(Buchberger’s Criterion) [25] 

Let 𝐺 = {𝑔1, 𝑔1, … , 𝑔𝑘} ⊆ 𝐼 for some ideal 𝐼. If 𝑆(𝑔𝑖, 𝑔𝑗) gives a remainder 0 when divided 

by 𝐺 for all pairs 𝑔𝑖 , 𝑔𝑗 ∈ 𝐺, then 𝐺 is a 𝐺𝑟𝑜̈𝑏𝑛𝑒𝑟Bases of 𝐼. 

Buchberger’s Algorithm 

1. Choose a monomial ordering. 

2. Set 𝐺 = {𝑔1, 𝑔1, … , 𝑔𝑘} of 𝐼 as a started generating. 

3. 𝑔𝑖, 𝑔𝑗 from 𝐺 are chosen as a pair of generators. 

4. The remainder 𝑟 when 𝑆(𝑔𝑖, 𝑔𝑗) is divided by 𝐺. 

5. If 𝑟 = 0 continue, otherwise add 𝑟 to the generating set 𝐺. 

6. Repeat this process from step 2 until all possible pairs from 𝐺 are processed. 

The results obtained in our case study after applying 𝐺𝑟𝑜̈𝑏𝑛𝑒𝑟Bases to the mathematical 
model is presented as below. 

1 + 𝑤3 = 0,  

𝑤2 +𝑤2
2 = 0,    

𝑤1 = 0,  

𝑤0 = 0,  

𝑢3 = 0,  

𝑢2 = 0,  

𝑢1 = 0,  

𝑢0 −𝑤2 = 0.  
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Then the AAR resistance will be 

Γ2 = ((3 − 2) 4⁄ )
⌈3−2/4⌉ = 0.70  

This ratio means that this 𝑆 −box has weak algebraic structure. 

Case Study 

Let the 𝑆 −box design equation is A𝑢−1 + B of 𝐺𝐹(24/𝑢4 + 𝑢3 + 𝑢2 + 𝑢 + 1),  where A= 

large prime number in the field,B= the smallest prime number in the fieldthen the 𝑆 −box 
can be as shown in Table 3: 

Table2: S-box (2) 

Input F E D C B A 9 8 7 6 5 4 3 2 1 0 

Output C A E 3 0 1 6 5 4 8 B 9 7 D F 2 

Then the ANF will be (equations 45-48)  

𝑓1 = 𝑢2⊕𝑢3⊕𝑢4⊕𝑢1𝑢2⊕𝑢1𝑢3⊕𝑢1𝑢4⊕𝑢2𝑢3⊕𝑢2𝑢4⊕𝑢2𝑢3𝑢4  

𝑓2 = 𝑢1⊕𝑢3⊕𝑢4⊕𝑢1𝑢2⊕𝑢1𝑢4⊕𝑢2𝑢3⊕𝑢2𝑢4⊕𝑢3𝑢4   ⊕ 𝑢1𝑢3𝑢4  

𝑓3 = 𝑢1⊕𝑢2⊕𝑢3⊕𝑢1𝑢3⊕𝑢1𝑢4⊕𝑢2𝑢3⊕𝑢2𝑢4⊕𝑢3𝑢4⊕𝑢1𝑢2𝑢3⊕1  

𝑓4 = 𝑢1⊕𝑢2⊕𝑢3⊕𝑢4⊕𝑢1𝑢2⊕𝑢1𝑢3⊕𝑢2𝑢4⊕𝑢3𝑢4⊕𝑢1𝑢2𝑢3⊕𝑢1𝑢3𝑢4
⊕𝑢1𝑢2𝑢4⊕𝑢2𝑢3𝑢4 

 

Hence, the mathematical model of this 𝑆 −box is as follows: (equations49-59) 

𝑢2𝑤0 + 𝑢3𝑤1 + 𝑢1𝑤3 + 𝑢1 + 𝑢0𝑤3 + 𝑢0𝑤0 + 𝑢0 + 𝑢3𝑤3 +𝑢3 + 𝑢1𝑤1 +
𝑢2𝑤2 = 0,  

 

𝑢2𝑤0 + 𝑢2𝑤1 + 𝑢3𝑤2 + 𝑢3𝑤1 + 𝑢1𝑤3 + 𝑢1𝑤0 + 𝑢1 + 𝑢0𝑤0 + 𝑢0𝑤1
+ 𝑢2𝑤3 + 𝑢2𝑤2 + 𝑢2 + 𝑢1𝑤2 + 𝑢1𝑤1 = 0, 

 

𝑢3𝑤3 + 𝑢3𝑤0 + 𝑢3 + 𝑢2𝑤0 + 𝑢2𝑤1 + 𝑢3𝑤2 + 𝑢3𝑤1 + 𝑢1𝑤0 + 𝑢0𝑤2
+ 𝑢0𝑤1 + 𝑢1𝑤2 = 0 

 

𝑢3𝑤1 + 𝑢3𝑤3 + 𝑢3 + 𝑢2𝑤0 + 𝑢2𝑤2 + 𝑢1𝑤3 + 𝑢1 + 𝑢1𝑤1 + 𝑢0𝑤3 + 𝑢0𝑤0
+ 𝑢0 + 𝑤3 + 𝑤0 + 1 = 0,    

 

𝑢3𝑤2 + 𝑢3𝑤1 + 𝑢2𝑤0 + 𝑢2𝑤1 + 𝑢2𝑤3 + 𝑢2𝑤2 + 𝑢2 + 𝑢1𝑤3 + 𝑢1𝑤0 + 𝑢1
+ 𝑢1𝑤2 + 𝑢1𝑤1 + 𝑢0𝑤0 + 𝑢0𝑤1 + 𝑤0 + 𝑤1 = 0 

 

𝑢3𝑤3 + 𝑢3𝑤0 + 𝑢3 + 𝑢3𝑤2 + 𝑢3𝑤1 + 𝑢2𝑤0 + 𝑢2𝑤1 + 𝑢1𝑤0 + 𝑢1𝑤2
+ 𝑢0𝑤2 + 𝑢0𝑤1 + 𝑤2 +𝑤1 = 0 

 

𝑢3𝑤0 + 𝑢3𝑤2 + 𝑢2𝑤3 + 𝑢2 + 𝑢2𝑤1 + 𝑢1𝑤3 + 𝑢1𝑤0 + 𝑢1 + 𝑢0𝑤3 + 𝑢0𝑤2
+ 𝑢0 + 𝑤3 + 𝑤2 + 1 = 0 

 

𝑢3𝑤1 + 𝑢3𝑤3 + 𝑢2𝑤0 + 𝑢2𝑤2 + 𝑢1𝑤3 + 𝑢1 + 𝑢1𝑤1 + 𝑢0𝑤3 + 𝑢0𝑤0 + 𝑢0
= 0, 

 

𝑢3𝑤2 + 𝑢3𝑤1 + 𝑢2𝑤0 + 𝑢2𝑤1 + 𝑢2𝑤3 + 𝑢2𝑤2 + 𝑢1𝑤3 + 𝑢1𝑤0 + 𝑢1
+ 𝑢1𝑤2 + 𝑢1𝑤1 + 𝑢0𝑤0 + 𝑢0𝑤1 = 0, 

 

𝑢3𝑤3 + 𝑢3𝑤0 + 𝑢3 + 𝑢3𝑤2 + 𝑢3𝑤1 + 𝑢2𝑤0 + 𝑢2𝑤1 + 𝑢1𝑤0 + 𝑢1𝑤2
+ 𝑢0𝑤2 + 𝑢0𝑤1 + 𝑢1 = 0, 

 

𝑢3𝑤0 + 𝑢3𝑤2 + 𝑢2𝑤3 + 𝑢2 + 𝑢2𝑤1 + 𝑢1𝑤3 + 𝑢1𝑤0 + 𝑢1 + 𝑢0𝑤3 + 𝑢0𝑤2
= 0,   
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Then, the factor Γ is Γ = 45.09888  

By applying 𝐺𝑟𝑜̈𝑏𝑛𝑒𝑟 𝐵𝑎𝑠𝑒𝑠 to this mathematical model, the following reduced equations 
(61-71) are deduced. 

𝑢0𝑤1 + 𝑢0𝑤2 + 𝑢1𝑤0 + 𝑢1𝑤2 + 𝑢2𝑤0 + 𝑢2𝑤1 + 𝑢3𝑤0 + 𝑢3𝑤1 + 𝑢3𝑤2 + 𝑢3𝑤3=0  

𝑢0𝑤1 + 𝑢0𝑤2 + 𝑢1𝑤2 + 𝑢1𝑤3 + 𝑢3𝑤0 + 𝑢3𝑤3 = 0,  

𝑢0𝑤1 + 𝑢0𝑤3 + 𝑢1𝑤0 + 𝑢1𝑤2 + 𝑢2𝑤1 + 𝑢2𝑤3 + 𝑢3𝑤2 + 𝑢3𝑤3 = 0  

𝑢0𝑤0 + 𝑢0𝑤1 + 𝑢1𝑤1 + 𝑢1𝑤2 + 𝑢2𝑤2 + 𝑢2𝑤3 = 0,  

1 + 𝑤2 +𝑤3 = 0,  

1 + 𝑤1 +𝑤3 = 0,  

1 + 𝑤0 +𝑤3 = 0,  

𝑢3 = 0,  

𝑢2 = 0,  

𝑢1 = 0,  

𝑢0 = 0,  

Then, the resistance will be Γ = 0.707106, hence, the ratio of penetrating this light weight 
S-box is 

1 − (
Γ2
Γ1
× 100) = 1 − (

0.707106

45.09888
× 100) = 98.43209854%. 

 

So, this S-box is algebraically weak. Finally, we concluded that S-box with design 

equation Ax−1 + B  in  GF(24) suffers from weak algebraic structure exposing it to 
algebraic attacks. 
 
7.  STATISTICAL ATTACK ANALYSIS 

There are various ways to test the statistical analysis of the original and ciphered image, 
including the following: 

I. The Histogram 

The distribution of the statistical features of the encrypted image is obtained when the 
histogram of the encrypted image has a uniform distribution as shown in the figure. The 
figure shows the horizontal, vertical and diagonal correlations for the plain image and the 
scrambled image. 
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 Image 1 Image 2 Image 3 Image 4 

Plain-images 

    

Red-component Histogram 

    

Green-component Histogram 

    

Blue-component Histogram 

    

enciphered-images 

    

Red-component Histogram 

    

Green-component Histogram 

    

Blue-component Histogram 

    

Figure 4: RGB mode Plain-images and enciphered- images using broken 
proposed enciphering scheme based on proposed S-Box with their 

corresponding histograms 

III. Adjacent pixels Correlations 

The correlation coefficient can be computed as follows 

𝑐𝑜𝑟𝑟𝑥𝑦 =
𝑐𝑜𝑣(𝑥, 𝑦)

√𝐷(𝑥)𝐷(𝑌)
 

(3) 

𝑐𝑜𝑣(𝑥, 𝑦) =
1

𝑛
∑(𝑥𝑖 − 𝐸(𝑥))

𝑛

𝑖=1

(𝑦𝑖 − 𝐸(𝑦)) 

𝐷(𝑥) =
1

𝑛
∑(𝑥𝑖 − 𝐸(𝑥))

2
𝑛

𝑖=1

 

The following figures show the ability of the proposed encryption scheme to break the 
correlation of the plain image on an all directions 

The correlation values are shown in Table 2 as shown below 
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Image Size Image type 
Correlation 

Horizontal Vertical Diagonal 

Image 1 

3
5
0
×
3
0
6
 

Plain-image 

  
 

Enciphered-
image 

   

Image2 

2
5
6
×
2
5
6

 

Plain-image 

   

Enciphered-
image 

   

Image 3 

7
2
8
×
4
5
5
 

Plain-image 

   

Enciphered-
image 
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Image 4 

2
2
5
×
2
2
5
 

Plain-image 

   

Enciphered-
image 

   

Table 2: Correlation values 

Image 
Plain Image Correlation Ciphered Image Correlation 

Horizontal Vertical Diagonal Horizontal Vertical Diagonal 

Theoretical value 1 1 1 0 0 0 

Image 1 0.9423187 0.9781144 0.966667 0.4572469 0.4781144 0.5412053 

Image 2 0.7436674 0. 8941671 0.97743378 0.4875409 0.54 95421 0.47743378 

Image 3 0.951328 0.939624 0.9042711 0.47060221 0.59079917 0.66335718 

Image 4 0.6970602 0.7990799 0.89633571 0.4930021 0.47114002 0.76633571 

Now it has become very clear that the results are very bad, which in turn reflects the 
weakness of the encryption system used by S-Box. 

Differential Attack Analysis 

Two factors can be used to define the impact of a single bit change in the plain image 
and how it affects the ciphered image. The NPCR (number of pixels change rate) is the 
first, and the UACI (unified average changing intensity) is the second. These are 
calculated in this way: 

𝑁𝑃𝐶𝑅 =
∑ ∑ 𝐷(𝑖,𝑗)𝑁

𝑗=
𝑀
𝑖=1

𝑀 𝑋 𝑁
 𝑋 100% 

𝐷(𝑖, 𝑗) = 𝐶1(𝑖, 𝑗)⨁𝐶2(𝑖, 𝑗) 

U𝐴𝐶𝐼 =
1

𝑀 𝑋 𝑁
(∑ ∑

|𝐸1(𝑖,𝑗)−𝐸2(𝑖,𝑗)|

255
𝑁
𝑗=

𝑀
𝑖=1 ) 𝑋100% 

The following table displays the NPCR and UACI values for the examined images. 

Table 3: Differential Attack Analysis 

Image UACI NPCR 

Theortical 
ideal 
value 

33.9 100 

Image 1 12.9945501792802 38.5336486192651 

Image 2 12.9627556746402 37.763709919089 

Image 3 10.7567018356325 37.5198179780855 

Image 4 10. 183756709573 37.5198179780855 
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From the above table we conclude that we already using bad nonlinear function for image 
encryption  
 
8. CONCLUSION 

It is shown that the problem of computing the resistance of algebraic attacks (RAA) of the 

nonlinear system (s-box) before and after attack by 𝐺𝑟𝑜̈𝑏𝑛𝑒𝑟 algorithm is not easy but 
gives excellent results to prove that algebraic attack is a strong tool. This paper presents    
how to convert s-box into a mathematical model containing multivariate system of 
equations. After this conversion operation, the resulting equations are solved by a 
classical method, which has not been used in any applications since its discovery, in 
which efficient techniques for solving these problems such as converting it into a 
mathematical model containing multivariate system of equations. This method called 

𝐺𝑟𝑜̈𝑏𝑛𝑒𝑟 as already succeeded in solving these equations. Finally, we made an algebraic 
attack on the lightweight AES S-box by exploiting its weak algebraic construction. So, our 
advice is to use another bent function, to make S-Box hard to be broken. 
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